RHMMFIRW SERIAL COMMUNICATION PROTOCOL

1. INTRODUCTION

RHMMFIRW can read / write the Mifare | and its compatible card and uses
serial port to communicate with host. The serial port can be connected o R5232
interface. Designer can connect RHMMEFIRW directly to a PC’s senal port without
adding drivers, The host controls RHMMFIRW s gperation by sending appropriate
commands. The communication parameter is 9600bps, 1 start bit, 8 data bits and 1
stop bit without parity check bit. The least significant bit of one byte is transmitted
first and the least significant byte of one communication data sequence is transmitted

first,

2, CONTROL CHARACTER DEFINITION

Four control character have been defined:

Definition Syvmbuol Value
Stary Character 5TX [xip2
End Character ETX D03
Acknowledeement ACK (et
Mon-acknowledeement 2 AR HESh

3. COMMUNICATION PROCEDURE DESCRIPTION

A communication procedure is sponsored by the host sending commands and data to
BHMMFEFIRW after a valid handshake. RHMMFIRW will retum the result status and data after

command execution.

The host send the command as the following:

Block
+
ETX

Cormmand data =

HOST _I?¥R ECTION | RHMMFIRW COMMENT
STX % The host can resend STX i not
- ALK receiving ACK or NAK in 20ms.

The: host should start sending
cammand data block n 43ms
after receiving ACK, The interval
betwoen two conseoutive byte
the command data block shewld
be  less than  |5ms. Dunng
command data hlock sending, the
synchronism is invalid if the host
reCeive any daty from
RHMMFIRW and
could stop command sending
and restart the

communication alter 45ms.

the host




The host starts a communication procedure by sending the STX to RHMMF LRW. The host can
resend the STX or stop the communication i not receiving & ACK or NAK in 20ms. After
receiving the ACK, the host sends the commiand data block containing command code and data,
Then the host send ETX and waiting for the result;

RHMMFIRW will return the result in 300ms after receiving the host command,

RHMMFIRY | DIRECTION HOST COMMENT
5TX -~ RHMMFIRW  will  swop
= ACK sending i nol receiving
Resull Data — ACK in 455,
Block RHMMFIEW  will  send
f- out the resulr data block in
ETX 43ms after recerving  the

ACK.

BEHMMFIRW sends STX and waits for the ACK from the host. RHMMFIRW will stop the
communication if not receiving ACK in 45ms. RHMMFIRW will serid out the result data block
containing result status and data after receiving the ACK. Then RHMMFIRW sends ETX to
complete the communication,

4. DATA BLOCK FORMAT

A, Command Data Block
Segho I Crmel | Len | Baraf] | BT

Segi¥o: 1 byte sequence number, value 0255, RHMMFEF1RW will return the same
sequence number in result data block, For simplicity, the SeqNo could be
fixed 1o 0.

Cmd: 1 byte command code, 25 command codes are defined,

Lenm: 1 byte data length excluding SeqNo, Crid and Bee. Value 0~22. 0 for none,

Dataf): Len bytes command data, If Len=0, no this item,

BCC: | byte checksum defined as;
BOC=8eqNo & Cmd @ Len & Dataf]

B, Fesult Data Block
Segiiu Sratus | Len | Datalf] | BCC ]

SeqNo: 1 byte sequence number,

Starus: | byte result status. U for success and other value for error code,
Len 1 byle data length excluding SeqNo, Status and Bee, Value 0~16, 0 when
any error occurred in command execution,
Datafl: Len bytes result data, IF Len=0, no this item.
£CC: | byvte checksum defined as:
BOC=8egNo #Cmd @ lenedatal]



5. COMMAND CODE LISTING

Close

COMMAND PARAMETER COMMENT
NAME VALLUE SEND RECEIVE
Fequest O _Mode _TagType Check ifany card exist in mductive feld,
Anticoll (42 Reserved _Snr Begin anti-collision procedurs and retum
one card's UID.
Anticoll? 0x7l _Encolly Reserved _hr Rewrn one card’s UID with anti-callision
feature enable or disabled
Select (x43 _Sor _Bize Select ane eard and return its capacity
Authentication | Dx44 _Muode, Seént - Authentication procedure
Authentication? | (k72 Mode . _Seenr . -- Authcntication  with KEY in reader’s
| _Keynr EEPROM
. Authkey 73 _Made . _Seenr Direct suthemtication
_Key,
Halt a5 - - Halt card operation
Read Ot _Adr _ara Fead | block{ 16 bytes) data
Write 47 _Adr, _Bata . Write | Block{ 14 bytes) data
Inscrement (1x48 _Adr, _Malue -- Increase: the value of a value-hlock and
save it incard's imternal register.
Deerement (1xdu _Adr, _Malue - Decrease the value of o value-block and
save It i card's internal register,
Reswore [hxd &y _Adr - Restore the content of one value-block o
card’s intermal register
Transfer s B _Adr Save the content of card’s imernal ragister
L o a vadue-block
Value HEw] _Mode, _Adr. - Value [ -- Include increment, decrement, resiore a:F
_Tranms, _Adr transfee operation
Loadkey (i _Mode . _Seécnr -- Save KEY in reader’s EEPROM
_nkey
Feeset (xdl _Msec - Close the inductive ficld for desipnated
timg
Sc_LEL_Bit (1] - = Turn oft the green LED (RS232 version} or
set the LED of reader to red(USE version)
Clr_[LED_Bu (x5l & Turn on the green LED {RS232 version) or
set the LED of reader to greeniUSHE
VErsion}
Config 52 .- .- Reset and configure RIIMMEF IRW
Chéck. Write 53 _Snre _Authmode, - Compare the content of a hlock with the
. _Adre _Data transferred daty
Buzzer ERHI _Frequence - Control the Buzzer beeping mode
_Dpentm,
_Closetm, _Repem
(s 3T - - St RHMMFEIRW to standhy




Read F2 s

_Adri _Length [atn

Read EEPROM of the reader

Write_E2 Dt

_Adri_Length, _Daty | ==

Wreite EEPROM of the reader

6. STATUS VALUE LISTING

MNAME VALLE COMMENT

MI_OR. COMM_OK { Suceess
MI_NOTAGERR I Mo card in mductive ficld
MI_CRCERR 2 CRC errar
MI_EMPTY 3 Value overflow
MI_AUTHERE 4 Authentication il

_I MI_PARITYERR 5 Parity check Tail
MJ_E’GEEERR [ BOC error
MI_SENDERR % LD error
MI_KEYERR g EEY errar
MI_MNOTAUTHERR 10 Card notsuthenticated
MI_BITCOUNTERR L1 Bt count error
MI_BYTECOUNTERR 12 Byte count crmor
MI_TRANSERR 14 TANSNEER erar
MI_WRITEERR 15 WRITE error
MI_INCRERR 16 INCREMENT error
MI_DECRERE- 17 DECREMENT eror
MI_READERE 15 READ errar
MI_COLLERE 24 Collision error
MI_ACCESSTIMECGUT 27 Access time overflow
COMM_ERR 255 serial commuricalion emor

7. COMMAND DESCRIPTION

7.1 Request

Send request command to detect if any card exist in inductive area,

HOST-—~-RHMMFIRW

Command | {x41
Length I
Diata[1] _Mede _Muode=0, all cards in area respond except those halted
| _Muode=1, all cards in arca respond
RHMMFIRW—-HOST
Status MI_OK, MLQUIT, MI_NOTAGERR, MI_BITCOUNTERR. COMM_ERR
length 2
Drataf(] _tagrype (LSB) None when any error ocourred
Dritaf 1] _tagtype (3B} t None when any error ocourred




7.2 Anticoll

Process ann-collision operation alter request command.

HOST ~RHMMFI1RW
Command | 0x42 .
length t
Dataf0] Reserved Setio )
| RHMMFIRW—~HOST
status MI_DE. LHEQU[T. MI_NOTAGERR. MI_BITCOUNTERE. CTOMM_ERR
length 4
Dratali] ser(LL)
Datal 1] snr( 11 Card's UID number
Daral2] s EL)
Draraf3] anrdHTH)

T3 Select

Select one card with known UlD and return its capacity.

HOST—RHMMF1RW

Comrmiand: (143

Length 4

Draral] sar L}

Datsf1] snr{LH} Card"s UIT) numier

Dhataf2] snrfHL )

Data[ 3] sprt HH )

RHMMFIRW—HOST

status MI_OKML_OUIT, MI_NOTAGERR. MI_CRCERR. MI_PARITYERR. MI_BYTECOQOUNTERR.
| COMM_ERR

length |

Dhatal(1] _Size N Card’s capacity

T4 Authentication

Authenticate with KEY in the reader's EEPROM. The card should be authenticated before
read, write and other data sector operation.

HOST—-RHMMF1RW

Command | Dxgd

lenpth .
Dratal0] _Mode . _Made=0, authenncate with KEY A
_Muode=1, authenticats with KEY 1
Diataf1] _SecNr The mumber of the sector(0~15) to be mrhenticated, with the KEY from the

corresponding aree i reader's EEPROM




RHMMF1RW-—~HOST

Status MLOK., MI_CUIT, MI_NOTAGERRE. AUTHERR., MI_BITCOUNTERR, ML PARITYERR:
COMM_ERR

Lenath ¥} |

1.5 Halt

Set the card in halted status.

HOST—RHMMF1RW
Command | Uxds
length ]
| RHMMFIRW—~HOST
status MLOK, MI_QUIT. COMM_ERE
length i |
7.6 Read

Read out | block data from the card.

HOST -~ RHMMF1RW

Command | (xedi
. Length |
Drata[fl] _Adr Absolute block address
RHMMFIRW —~HOST
Status MILOK. MLQUIT, MI_NOTAGERR. AUTHERK. MI_CRCERRE, MI_MNOTAUTHERR,

MI_BITCOUNTERE. MI_PARITYERR. COMM_ERR

Length 16
Data[D] Data (07
Data[ 1] [atd ©1)
16 bte data
Datal15} | Daki (1S
7.7 Write

Weite 1 block data in the card

HOST—~RHMMFIRW

Commmand

07

lenath

17




Data[i CAdddress Absolute block address

Diatal 1] The first byte to be written

Data[ 16] The last byte to be writien

RHMMFIRW—HOST

siatuy MI_OK, ML_QUIT, MI_NOTAGERER, AUTHERE., MI_BITCOUNTERE, MI_WRITEERR,
COMM_ERR

length i

7.8 Increment

Read out the content of a value-block, check its structure and add it with the value assigned,
then store the result in card’s internal register. The value-block should have a specific formar that
is defined in Mifare series cards’ datasheet.

HOST—~RHMMFIRW
Command | Ux48
Length 5
Drana[ ] _Adr Absolute block address
Dhataf 1] _valueill)
Dratal2] _value(ihy | Vilue to be added
D3] : __;'ﬂhlc[hlll
I [Yaral4] wvaluehh)

RHMMFIRW-—HOST

Status MI_OK o MILOQUIT « MI_NOTAGERER . MI_MOTAUTHERR . MI_BITCOUNTERR |
MI_PARITYERR. COMM_ERR

Length }

7.9 Decrement

Read owt the content of a value-block, check its structure and subtract it with the value
assigned, then store the result in card’s internal register, The value-block should have a specific
formmat that is defined in Mifare series cards’ datashest,

HOST—+RHMMFIRW
Command Dx«l-?_m .
Length 5
Deata]0] _Adr Absolute block nddress
Drata] 1] _vatue(ll)

[ Dataf2] _witlue{lh} Value to be sublracied
Dataf3] _waluelhl]

_ [atafd] _value(hh)




EHMMFIRW—HOST
Statuy MI_LOK o MLQUIT . MI_NOTAGERE . MI_NOTAUTHERE . MI_BITCOUNTERE .
MI_PARITYERR, COMM_ERR

length 0

7.0 Restore

Read out the content of o value-block, check its structure and store it 0 card's internal
register. The value-block should have a speeific format which is defined in Mifare series cards’

datasheet.

HOST—RHMMFIRW

Command | Oxda

Length |

Draral 0] JAdr Abzodute block address

BRHMMFIRW—HOST

Status MILOK  MLQUIT . MI_NOTAGERR . MLNOTAUTHERE. . MLBITCOUNTERR .
MI_PARITYERR, COMM_ERR

Length {

T.11  Transfer

Transfer the content of card’s internal register to a valid value-block. The value-block should
have a specific format which is defined in Mifare series cards” datasheet, This operation could
only be used after increment, decremient or restore process,

HOST—=RHMMIFIRW
Cemmand | {x4h

Length !
Data[ 0] _Aale Absalute block address
' RHMMFIRW—HOST
Status MILOK . MLOQUIT . MI_NOTAGERR . MI_NOTAUTHERE . ML BITCOUNTERE

MI_PARITYERR. COMM_ERR

Length 0




T.12 Load_Key

Save a KEY in the reader’s EEPROM, A config or close tconfig operation should be executed

1o make the save operation effective,

HOST—~RHMMFIRW

Command | Oxde

Length 8

Dhata[ 0] _Muode _Mode=lk  KEY A

_Mode=1: KEY B

:' Datal 1] _Secnr Sector number in EEPROM and should beless than 16
| Drataf2] _nkey[0] 6 bytes KEY with least sipnificant byte first

D[ 7] _nkey[5]

RHMMFIRW—HOST

status Mi_OK., MLQUIT. MI_PARITYERR, COMM_ERR

length 0 -..._

703 Reset

Shut down the inductive feld for & dictaed time,

Example:
Msec=0: maintain in shut down status
_Msee=1 : shut down for Ims

Msec=0xIT" shut down for 255ms

| HOST ~RHMMFIRW

. Command | Oxde

| length |

i Drazal0] _Misec k Inductive field shut down duration (in millisecond wnit)
RHMMFIRW —-HOST
shatus MI_OQK. MI_QUIT, COMM_ERR

length

1

7.15 Sel_LED_Bit

Turn eff the green LED (RS232 imterface reader)
Setthe LED i red (USE interface reader)

HOST—RHMMF1REW

Command

(150

; Length

il




RHMMFIRW—~HOST

Status MILOK. MLOUIT, COMM_ERR

Length 0

7.16  Cir_LED_Bit

Turn on the green LED (RS232 interface reader)
Set the LED in green (USE interface reader)

HOST—-RHMMFIRW

Command | (x51

Length 0

EHMMFIRW—HOST

‘Status MI_OK, ML_OUIT. COMM_ERR
Length (H

717 Config

RHMMEIRW should be configured after power on before any further process.

HOST—-RHMMFIRW

Command | (1x52

Length il

RHMMFIRW—-HOST

Status MILOK, MLOQUIT, COMM_ERR
Length 0 l

718 Check Write

Compare the data written in the card with known data and retum MIS_CHECK_OK if
matched and MIS_CHK_COMPERR is mismatched. In this operation, RHMMFIRW use the
KEY 1o its EEPROM with the same sector number of the card data block 1o be checked,

HOST—RHMMFIRW ]
TJUmma.nd (x53
I Length 22

Dratal(] _Enmll)

[ratal ] _&nr{lh) Card's UID number

Dhataf2] _smrihl)

Dataf3] _3nrihh)

Datafa] _Authade | Authentication made ysed in last operalion

Dam{3] | _Adr Absohute block address




Cratal 6] Dratafll)
: |6 data bytes for checking

[hata] 20] I_:J;aqﬂ i

RHMMFIRW—~HOST

Starus MI_OK. M1_QUIT. MIS_CHECK_OK. MIS_CHE_FAILED. COMM_ERE,
MIS_CHE_COMPERR

Length ] |

7.19  Buzzer

Drrive the BUZZER with dictated mode.

HOST—-RHMMFIRW
Command | Ox&0
Length 4
| Daafll] _Frequence | Reserved, fixed to O
[amall] _Opentm BUZZER. active duration with 15ms resolution
Drata[2] _Clasem BUZZER inactive duration with | 5ms resalution
[acal3) . Repem Repeat times
| RHMMFIRW -~ HOST
Status MI_OK, MILOQUIT, COMM_ERR
Length ]

7.20 READ E2

Read out the content of the reader’s EEPROM. The address should be less than (x80. The
content of the EEPROM with the address over 0x80 is used for KEY storage and could not be

read outs

HOST—=RHMMF1RW

Command | 0xé1

Lcagth z
| Dataliy _Adr Begin address of the EEPROM 1o be read out (less than Dx8d),
[ Data[1] _Length Byte length of the data 1o be read out {less than 20 bytes),

RHMMFIRW—HOST

Starus MI_OK. MIQUIT. COMM_ERR

Length bength

Drataf0] Byte (0

Data being read our

Datal_Length-1] | Byte (_Length-12




7.21

WRITE_E2

Write data in the reader’s EEPROM. Dat in address 0x00~0x0f are read-only product

information. Data in address Ox 10~0x2f are mnitialization data and should not be altered. Address

area Ox30~0x [ fF are used for KEY storage and could be written with Load_key command,

HOST—=RHMMFIRW
Command D
length _Length +2
Data[ [} UAdr Begin address of the EEPROM to be written (Dx30-057e)
Data[1] Length Byte length of the data 1 be written {less than 20 bytes),
Data[2] Dt ()
Daty to be writien
Dara[length+ 1] | Dais(Length)

RHMMFIR

W—HOST

Satus

MI_OK, MI_QUIT.

COMM_ERR

Length 1

721 VALL

Perform value-block related operation between one value block and one transfer block.

IE

The

two block should both have value-block format and in the same sectar, The value-hlock related

operation includes increment, decrement and restore, Auto transfer 15 supported.

HOST— RHMMFIR“’-
Command | 0x70 . -
. Length 7
[Fazal] _Mode _Mude={xed, decrement
_Muode={xcl, mcrement
_Mode=0xe2, restore
E‘HU | Al Absolute block address
[ptal 2] vilue( (1) Value when in decrement or increment.
Datal3] _wirlue(lhy Mo this tent in cestore operation,
Lratafd} _vaiue{hl}
Data[3] | _value(hly) |
Data[ 6] | _Trans_Adr ﬁhsn—tu:e block address of the transfer hlock
HHMMFIRW—HOST
Blatus MI_OK, MI_QUIT, COMM_ERR. MI_NOTAERE. MI_BITCOUNTERRK, MLTRANSERR

Length 0l




7.23  Close

Set the RHMMF1RW in Standby mode. Use config conumand o resume it active.

HOST--RHMMFIRW

Command | Dx3F |

length H

RHMMFIRW—~HOST

Sl |IMI_IEIIK. MLQUIT,. COMM_ERR

lengsh [ Lt

7.24  Anticoll2

Anti-collision procedure with multi-card enabled or disahled,

| HOST—~RHMMFIRW

i Command | 0x7T]
length 2
Drasa[] _Encall If L, multi-gard is enabled. One card's ULk number 15 reamed after anti-collision.
LEG, multi-card iy disabled, An errer is returned if multiple card detected
Daral1] Reserve Reserve=0 -
RHMMFPIRW —-HOST
slamns MI_OK. MLOUIT, COMM_ERR, MINOTAGERR, M| _COLLERE. MI_BITCOUNTERR
length 4
Drataln] SnrLL)
Data[1] SanLH)
Dataf2] SnrfHL)
Diata[ 3] Snr(HH)

7.25  Authentication?

Cross-authenticate with KEY in reader's EEPROM. The card should be authenticated before
read, write and other data sector operation

HOST+-RHMMFIRW

Command | Ox72

Length 3

Draeal(] _Made _Mede=0, authenticate with KEY A

Muode=1, anthenticate with KEY B

Lhaeal | ] _BecNr The number of the sector to be authenticated

Datai2] Koy The number of the secter in EEPROM storing the KEY




RHMMF1RW—HOST

Status M1_OK. MI_QUIT. MI_NOTAGERR. Ml _PAROTERRE. MI_PAROTUERR,
COMM_ERR

Length 0

7.26  AuthKey

Directly authenticate with dictated KEY. The card should be authenticated before rend, write
and other data sector operation.

HOST—RHMMFIRW

Commund | 0x73

Length b

Dratali] _Mode _Mode=D0, authenzicate with KEY A
_Muode=1, authenticate with KEY B

Cracal ] Sechr The number of the stctor to be authenticated

Daal2) | kewt0)

& bytes KEY

pawi?) | kevinr |

RHMMEFIRW--HOST

Slalus MI_OK, MILQUIT, MI_NOTAGERR, MI_PAROTERR. MI_PAROTUERR.
COMM_ERR

length 0 |




